How to configure IAM on Quantum ANZ Secure Cloud to access only to
a specific bucket using S3 Browser (GUI)?

AWS ldentity and Access Management (IAM) is an AWS service that helps an
administrator securely control access to AWS resources. IAM administrators control
who can be authenticated (signed in) and authorized (have permissions) to use AWS
resources.

This document explains how to use S3 Browser to configure IAM settings, granting
access only to a specific bucket on your Quantum ANZ Secure Cloud.

Note: It is your responsibility to keep all the credentials secure for accessing your
S3 account and the IAM user’s account.

Follow the instructions on the following link to install the latest version of the S3
Browser.

Download S3 Browser. Amazon S3 Client. Windows Client for Amazon S3.

This document uses S3 Browser Version 12.9.9

Follow this link to setup Custom IAM Endpoint for your Root S3 Account.

https://s3browser.com/s3-compatible-storage.aspx#custom-iam-endpoints

Custom IAM Endpoints

Please use the REST Endpoint field to specify the IAM endpoint.

Quantum ANZ Secure Cloud IAM Endpoint URL is iam.quantum-anz.online
The ;; symbols must be used as separator.

For example : s3-mel.quantum-anz.online;;iam.quantum-anz.online


https://s3browser.com/download.aspx
https://s3browser.com/s3-compatible-storage.aspx#custom-iam-endpoints

[ Edit Account = a *

o~ online help

ﬁ.l Edit Account
o
.v Edit account details and click Save changes

Display name:

Quantum ANZ Secure Cloud

Assign any name to your account.

Accounttype:
53 Compatible Storage w
Choose the storage you want to work with. Defaultis Amazon 53 Storage.
APl endpoint

s3-mel.quantum-anz.online;;iam.quantum-anz.online

S3-compatible APl endpoint, which can be found in the storage documentation. Example: s3.storage.com

Access Key ID:
i =l 5y e el

B e

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/fkeys

Secret Access Key:

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/fkeys

B Encrypt Access Keys with a password:

Turn this option on if you wantto protect your Access Keys with a master password.

B Use secure transfer (SSLITLS)

If checked, all communications with the storage will go through encrypted SSL/TLS channel

Save chal Cancel
advanced settings.. & nges o




The below link is S3 Browser IAM user guide for your reference.

Working with AWS |dentity and Access Management (IAM). How to create IAM Users and
Policies.

The following steps are example using IAM with Quantum ANZ
Secure Cloud

To Open IAM Manager
Click Tools -> Access Manager (IAM)

G 53 Browser 12.9.9 - Pro - Quantum ANZ Secure Cloud

Accounts  Buckets  Files  Bookmarks TDD|5 Help
Default HTTP Headers.,

55 Mew bucket == Add external bucket ‘fﬂﬂ

— _ Default Object Tags..
- T T
Default Storage Classes.,
L B oy o
T Uploading Filters..
ol Compression and Encryption..

S E L Sl
----- 'Ef new-bucket-iam-testing
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Server-Side Encryption..
Object Lock Retention Rules..

& |6F EPI?EE’J*E!%EEEHI@'

T| Access Manager (JAM].. |I
Bucket Sharing Wizard..  Ctrl+5hift+B

@  CloudFrent Manager..

[E] Folder Sync Toal.

‘& Uncompleted Multipart Uploads..

v | Security Scan..

Diagnostics..

Opticns.. Alt+0



https://s3browser.com/iam-aws-identity-and-access-management.aspx
https://s3browser.com/iam-aws-identity-and-access-management.aspx

The Access Manager (IAM) dialog will open:
G Access Manager (IAM)

Access Manager (LAM)
Here you can view, edit and delete users and policies

Users

Policies
Name Path Arn Name Document
&3 New User f Edit User f Delete User @ Refrash 4 | New Policy & ¥ Edit Policy & Delete Policy

. Successfully received list of 0 1AM users

Working with IAM Users - Create, Edit, Delete
To Create New IAM User:

1. Click the New User button

&3 Mew User & Edit User & Delete User % Refresh
LAk

Click the New User button to add new IAM User

The Add New IAM User dialog will open:



| | Create New IAM User = O *

g E Create New IAM User
Type a name for new user and optional path and click Create new user

MName:

iam-user]|

The name ofthe user. IAM user names must be unique within the account Mames are case insensitive.
Path:
/

The path for the user name. This parameter is optional. Ifitis not included. it defaults to a slash (/).

<7 Create new user @ Cancel

New IAM User dialog

2. Type a name of the user to create

3. Type a path for the new user (this field is optional)

4. Click Create new user

New IAM User will be created as well as Access Key ID and Secret Access Key.

The New user created page will open:



| | Create New IAM User = O *

g E Mew user was successfully
Write down your credentials. They cannot be restored later. If lost, new ones must be created.

Access Key ID:
AKIANRRX4R9JQTEOHTOOE i

Please write down your Access Key ID. It cannot be restored later. If lost, a new one must be created.

Secret Access Key:

z6Y 18HKrdXRELIxJVmMNIcTMN2hna3CgD9ie52T J20 i

Please write down your Access Key ID. It cannot be restored later. If lost. a new one must be created.

[l Copy Access Key ID and Secret Access Key

&7 Create ancther user

New IAM User has been successfully created. Save Access Key ID and Secret

| Successfully created access keys for user iam-userl.

Access Key.

Save Access Key ID and Secret Access Key. For security reasons there is no way to
restore them later.

Click Copy Keys to copy Access Key ID and Secret Access Key to clipboard.

Click Create another user if you would like to create more users and Cancel otherwise.

Special Note:

Every time you click on the IAM users, S3 Browser will try to check the AWS Login
Profile which is desighed for AWS Management Console by default, and it is not
compatible with Quantum ANZ Secure Cloud. So, it will pop-up this error massage:
(400) Bad Request.



r
& Access Manager (IAM) = a

Access Manager (IAM)

k3
i Here you can view, editand delete users and policies.
53 Browser 12.9.9 - Pro
Users |
Name Path A | Unable to perform requested action:
& iam-userl / arn:aws:iam:482737569983.use

e Getting login profile for user iam-userl..

Server Response:

BadRequest: The remote server returned an error: (400) Bad
Request,

See Event log for more details. If you think you've found a
bug, please use Tools-=Diagnostics to send the report.

é: Mew User & Edit User &g Delete User @Reﬁesh Q-E New Policy &4 3 Edit Policy |4 Delete Policy

Policy names received for user iam-userl. Total number of policies is 0

Just click OK and ignore it. It will not affect using IAM function on your Quantum
ANZ Secure Cloud services.

To Edit Existing IAM User:

1. Select the user to edit and click Edit User

& Mew User & Edit User & Delete User % Refresh
I
L

Click the Edit User button to edit existing IAM User

The Edit IAM User dialog will open:



| 2 Edit 1AM User — O *

& Edit 1AM User
To edit existing user please update name or path and click Save changes

MName:

iam-userl

The name ofthe user. IAM user names must be unique within the account Mames are case insensitive.
Path:

/

The path for the user name. This parameter is optional. Ifitis not included. it defaults to a slash (/).

¢/ Save changes @ Cancel

Edit IAM User Dialog

2. Type a new name for the user

3. Type a new path for the user (this field is optional)
4. Click Save Changes

To Delete IAM User(s):

1. Select user(s) you want to delete and click Delete User(s)

&] Mew User - Edit User & Delete User % Refresh
b [,

g

Click the Delete User(s) button to delete IAM User(s)

2. Confirm user(s) deletion

Access Manager (JAM)

o Are you sure you want to delete selected user(s)?

Mo

Yes
L3

Confirm IAM User(s) deletion



Manage Access Keys for IAM User(s):

1. Right-click the IAM user you want to manage the access keys and click Manage
access keys

G Access Manager (IAM)

Access Manager (IAM)

Here you can view, editand delete users and policies.

[m]
Users Policies
Mame Path Am Name Document
Plizmusert |/ & Crestenewuser.  CtieN LI
&3 Edit selected user.. Ctrl+E
" .?g Manage access keys. Ctrl+K |
) Refresh Ctrl+§
&: MNew User & Edit User & Delete User @ Refresh @ New Policy & 7 Edit Policy Delete Policy
BadRequest: The remote server returned an error: (400) Bad Request.
The Access Keys Manager dialog will open:
e Access Keys Manager = O x
' | Access Keys Manager S e
-
Here you can view, edit, create and delete Access Keys for [AM user
| Access keys foruseriam-userl:
Access Key ID Status
AKIAMUO3BYOGMAPY J77CY Active

% Create new keys f Deactivate

R Delete keys
1 access keys received for user iarm-user]

&7 Close




To Create New Keys:

1. Click Create new keys

lf,}l Create new keys ¢ Deactivate Delete keys

1 access keys received fo Create new keys

Click the Create new keys button

The New Access Keys Created page will open:

L) New Access Keys Created = O x

online help

% New keys where successfully '
i : K. . - ] .
' Write down Access Key ID and Secret Access Key, there is no way to restore them later

Access Key ID:
AKIAD4VIWGEF 7600RPSCY

Secret Access Key:

pW7JpQ4mIxbyLiusKPUKWRY U/fhM/RbSPCEScHW

[ Copy Access Key ID and Secret Access Key ¢# Close

New keys were successfully created. Save Access Key ID and Secret Access Key.

Save Access Key ID and Secret Access Key. For security reasons there is no way to
restore them later.

Click Copy Access Key ID and Secret Access Key to copy Access Key ID and Secret
Access Key to clipboard.

2. Maximum 2 Access Keys can be created for one IAM user



[e] Access Keys Manager = O x

[ 3 Access Keys Manager online help

Here you can view, edit, create and delete Access Keys for [AM user

| Access keys foruseriam-userl:

Access Key ID Status
AKIAMUO3BYOIGMAPY J77CY Active
ARIAOHVOWGEF7600RPSCY Active
Create new keys ¢ Deactivate Delete keys &7 Close

2 access keys received for user iam-user]

To De-active Access Keys:

1. Select the Access Key you want to de-activate and click Deactivate button



e Access Keys Manager = O x

| Access Keys Manager online help

‘ Here you can view, edit, create and delete Access Keys for lAM user

| Access keys for useriam-userl:

Access Key ID Status

AKIAMUO38Y0GMAPY J77CY

AKIAZL3IAWPYSPYBJ14LTS Active

' Create new keys ﬁ Deactivate % Delete keys &7 Close
| £ access keys received for user iam-ut feactivate |

2. The selected Access Key status will be Inactive now.



e Access Keys Manager = O x

| [ | Access Keys Manager online help

Here you can view, edit, create and delete Access Keys for [AM user

| Access keys foruseriam-userl:

Access Key ID Status

AKIAMUO3BYOGMAPY JT7CY Inactive

Create new keys & Deactivate | 3 Delete keys &7 Close

2 access keys received for user iam-user]

To Activate Access Keys:

1. Select the Inactive Access Key you want to activate and click Activate button



& Access Keys Manager O x
| % | Access Keys Manager S e
Here you can view, edit, create and delete Access Keys for [AM user

| Access keys for useriam-userl:

Access Key ID Status

AKIAMUO38YOGMAPY J77CY Inactive

AKIAZLIAWPYSPYEJ14LTS Active

Create new keys / Activate R Delete keys &7 Close

2 access keys received for user iam-user]

2. The selected Access Key status will be Active again.




e Access Keys Manager = O x

| [ | Access Keys Manager online help

Here you can view, edit, create and delete Access Keys for [AM user

| Access keys foruseriam-userl:

Access Key ID Status
AKIAMUO38Y0GMAPY J77CY
AKIAZLIAWPYSPYEJ14LTS Active

Create new keys f Deactivate R Delete keys &7 Close

2 access keys received for user iam-user]

To Delete Access Keys:

1. Select the Access Key you want to delete and click Delete Keys button



L) Access Keys Manager = O x
Access Keys Manager S e
Here you can view, edit, create and delete Access Keys for lAM user
1 Access keys for useriam-userl:
Access Key ID Status
AKIAMUO38YOGMAPY J77CY
AKIAZL3IAWPYSPYEJ14LTS Active
' Create new keys f Deactivate % Delete keys &7 Close
__F_' access keys received for user iam-user] Delete keys |

2. Confirm key(s) deletion

i Access Keys Manager

o Are you sure to delete selected key(s)?

Mo




Working with 1AM Policies - Create, Edit, Delete

To Add New IAM Policy:

1. Select the user and click the New Policy button

g;}] Mew Paolicy Edit Policy Delete Policy

Click the New Policy button to add new IAM Policy for selected user

The Add New Policy dialog will open:

-
4 Add Mew Poli = O =4
53| cy
- —‘] Add New Policy

r
g'::}‘ Type a name for the new policy, enter policy document and click Add new policy

Folicy name:

new-policy-b38352¢cc

Policy document: Palicy Generator

{
"Version": "2012-10-17",
"Statement™: [
{
"53id": "AllowReadOhjects™,
"Effect™: "Allow",
"Roction™: |
"33d:Getlbject™
1.
"Besource™: "arn:aws:si:::i<Y0UR-BUCEET-NAME=/*"

¢ Add new policy @ Cancel

New IAM Policy Dialog allows you to specify iam policy name and policy document
2. Type a name of the new |IAM Policy

3. Specify IAM Policy document

4. Click the Add new policy button

S3 Browser will add new IAM Policy for the selected user.



Sample IAM Policy for access specific bucket:

Policy name: AccessBucket-@new-bucket-iam-testing

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowBucketlLevel",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": [

"arn:aws:s3:::new-bucket-iam-testing"

}s

"Sid": "AllowObjectLevel",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”,
"s3:ListMultipartUploadParts",
"s3:AbortMultipartUpload"

1,

"Resource": [

"arn:aws:s3:::new-bucket-iam-testing/*"

}s



"Sid": "DenyAllOtherBuckets",

"Effect": "Deny",
"Action": "s3:*",
"NotResource": [

"arn:aws:s3:::new-bucket-iam-testing",

"arn:aws:s3:::new-bucket-iam-testing/*"

}

This example IAM policy grants the user full read/write access to the bucket:
new-bucket-iam-testing

and denies access to all other buckets within the account.

Key Capabilities Granted

e Listobjects inthe bucket
(s3:ListBucket)

o Determine bucket location
(s3:GetBucketLocation)

¢ Read, upload, overwrite, and delete objects
(s3:GetObject, s3:PutObject, s3:DeleteObject)

e Perform multipart uploads
(s3:ListMultipartUploadParts, s3:AbortMultipartUpload)

Isolation and Security Enforcement
The policy includes an explicit Deny rule that:
¢ Blocks all S3 actions on any other bucket

e Ensuresthe user cannot see or access buckets outside
new-bucket-iam-testing, even if additional permissions are granted elsewhere

Intended Use

This policy is designed for scenarios where a user must be strictly restricted to a
single S3 bucket, ensuring strong isolation and preventing accidental or unauthorized
access to other storage resources.



(2] Add New Policy - O *®

@—I Add New Policy

'::}‘ Type a name for the new policy, enter policy document and click Add new policy

Paolicy name:

AccessBucket-@new-bucketiam-testing

Policy document: Palicy Generatar

"Version™: "2012-10-17",

"Statement”: [

{
"5id": "AllowBucketLewel™,
"Effect™: "Allow",

| "Action™: [

"g3:ListBucket”,
"s3:GetBucketlocation”
]F
"Regource": [
"arn:aws:s3:::new-bucket-iam-testing™

]

"5id": "RAllowlbjectlewel™,
"Effect™: "Allow",

"Action™: [

"33:Getlbject”,
"g3:Putlbject”™,
"33:Deletelbiject™,
"g3:ListMultipartUploadParts”™,
"g3:AbortMultipartlUpload™

]F

"Resource": [
"arn:aws:s3:::new-bucket-iam-testing/ %"

]

"5id": "DenyRl110therBuckets™,

"Effect™: "Deny",

"Action™: "s3:WT,

"NotResource™: [
"arn:aws:s3:::new-bucket-iam-testing™,
"arn:aws:s3:::new-bucket-iam-testing/ %"

1

}
1
}

<7 Add new policy @ Cancel

Copy and paste the sample policy to the IAM Policy document, make the necessary
changes (Policy name and the bucket name in the policy) to suit your requirement.

Click the Add new policy button



Q Access Manager (IAM)

Access Manager (lAM)

Here you can view, edit and delete users and policies

Users Policies

Name Path Am Name Document

A iam-userl ! am:aws:iam:<8 Tl =userfiam-userl

"Wersion
"Statement": [
[

1
"Sid": "AllowBucketl evel",
"Effect” "Allow".
"Action"™ [
"s3ListBucket",
etBucketlocation”

:new-bucketiam-testing”

1
"Sid": "AllowObjectl evel”,
"Effect”: "Allow".
AccessBucket @new-bucketiam-testing

stMultipartUploadParts",
bortMultipartUpload”

-iam-testing"”,
-lam-testing/*"

&3 New User & Edit User & Delete User @ Refresh

{ Successfully received policy AccessBucket-@new-bucket-iam-testing for user iam-userl

@.—];} New Policy Edit Policy Delete Policy

To Edit Existing IAM Policy:

1. Select the user and policy you want to edit and click Edit Policy

= New Poli
5] vew poicy

Edit Policy Delete Policy

b4V

Click the Edit Policy button to edit existing IAM Policy

The Edit IAM Policy dialog will open:




L) Edit Policy

8

Edit Policy

Policy name:

Update policy document and click Save changes

new-policy-cb35428b

Policy document:

Paolicy Generator

{

}

"Version":

"Statement™: |

]

{

1

"2012-10-17",

"5id": "AllowReadObjects™,
"R1low"™,

"Effect™:
"Rotion™:

[

"g3:Getlbject™

I

"Besource™:

"arn:aws:sS:::my—sample—bucketk*"

Successfully received policy new-policy-cb353428b for user new-user-cab&9d26

¢ Save changes

) Cancel

Edit IAM Policy Dialog

2. Make changes in the Policy Document and Click Save Changes

To Delete IAM Policy:

1. Select the user and policy (or policies) you want to delete and click Delete Policy

@Z;;' New Policy @} Edit Policy @j Deletgoliw

Click the Delete Policy button to delete IAM Policy or Policies.

2. Confirm deletion:




Access Manager (JAM)

o Are you sure you want to delete selected policies?

Confirm IAM Policy deletion



Note: Remember to use the Access Key ID and Secret Access Key during the step of
Create New IAM User or Create Access Key

1. Start S3 Browser and click Accounts -> Add New Account.

E 53 Browser 8.9.6 - Pro

Accounts | Buckets Files Tools  Help

| ¢ Add new account.  Ctrl+Shift«N
4» Manage accounts.. L trl+ Shifts M
o] Exit Ctrl+0

Click Accounts -> Add New Account
[ Add MNew Account = O X

.0 Add N Account online help
.".. ew un

.% Enter new account details and click Add new account

Display name:

IAM Testing <iam-userl>

Assign any name to your account

| Accounttype:

53 Compatible Storage w

Choose the storage you want to work with. Defaultis Amazon 53 Storage.

APl endpoint:

s3-mel.quantum-anz.onlineiam.quantum-anz.online

S3-compatible APl endpoint, which can be found in the storage documentation. Example: s3.storage.com

Access Key ID:
AKIAST J s T PEXY

Required to sign the requests you send to Amazon S3, see more details at hitps:f/s3browser.com/keys

Secret Access Key:

Required to sign the requests you send to Amazon S3, see more details at hitps:/fs3browser.com/keys

B Encrypt Access Keys with a password:

Turn this option on if you want to protect your Access Keys with a master password.

8 Use secure transfer (SSL/TLS)
If checked. all communications with the storage will go through encrypted SSL/TLS channel

Add new account Cancel
advanced settings.. ¢ @




S
[ Advanced 53-Compatible Starage Settings = O *

Storage settings online help

f Advanced settings for S3-compatible storage

S53-Compatible Miscellaneous

Signature version:
Signature V4 w
Choose supported signature version. Default value is Signature V2.

Addressing model:
Virtual hosted style ~
Choose supported addressing model for your storage. Path style addressing is default value.

8 Override storage regions

Default Region=aus-east-1| A

You may define custom regions here, format is Region Name=region-code, one region per line

Region-specific endpoint (optional):

Specify endpoint using the {region-code} vanable. for example s3 {region-code} wasabisys. com

¢ Close

Click Add new account button.

2. Select that account you just created in Accounts, you will see the pop-up window

&3 Browser 12.9.9 - Pro

You are not allowed to get buckets list, Would you like to add
an External Bucket?

Yes Mo




Because the policy limited this IAM user <iam-user1> just can access its own
bucket new-bucket-iam-testing, and you are not allowed to get all the buckets list
in the Root Account, so you need to add an External Bucket.

Click Yes button.

The Add External Bucket dialog will open:

o) Add External Bucket — a X

Add External Bucket online help

External bucket is a bucket shared by another AW S user

Bucket name:

new-bucket-iam-testing

If you have access only to particular folder in a bucket, you can specify path after the
bucket name. i.e. bucket_name/pathfto/some/folder

You can also specify 53 Access Point ARN, i.eam:aws:s3:us-east-
1:1234567893012:accesspoint/my-access-point

<% Add External bucket ( Cancel

Key in the bucket name new-bucket-iam-testing and click Add External bucket
button.

D 53 Browser 12.9.9 - Pro - IAM Testing <iam-user]> = [m} >
Accounts  Buckets  Files  Bookmarks Tools  Help
& New bucket & Add external bucket = / ws B Y E
Name - Size Type Last Moc
5153 Tools/

a Upload - Download Open Delete E Mew Folder ngﬂREﬁe;h

Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog

Task Size % Progress Status Speed
'E&Gethng buckets list. Failed - AccessDenied: Access Denied

B> Running 3! Queued M Stopped B Failed (1)  E All (1) B start Al B stop Al @ Cancel Al




Note: Because S3 Browser will try to get bucket list every time open the account,
but this IAM user has not granted that permission. You will see many of the error
message for Task: Getting bucket list Status Failed -Access Denied. Access Denied.

[.] 53 Browser 12.8.9 - Pro - IAM Testing <iam-user1 > = a x
Accounts  Buckets Files Bookmarks Tools Help
25 New bucket &8 Add external bucket = Z‘ i / a ¥ @
----- £ new-bucket-iam-testing Name . Size Type LastModified
153 Tools/

Download Open

3 Upload ~

os Delete E Mew Folder LE,EEREfrEsh

0 files (0 bytes) and 1 folder

Tasks (2) Permissions Headers Tags Properies Preview Versions Eventlog
Task Size S Progress Status Speed
2, Getting buckets list. Failed - AccessDenied: Access Denied
©, Getling buckets list. Failed - AccessDenied: Access Denied
Retry selected task(s) Ctrl+5
Cancel selected task(s) Ctrl+7
=3 art all Failed task hift
@ Cancel all Failed tasks  Ctrl+Shift+Z
Open containing folder.. Ctrl+ O
[B] Selectall Failed tasks Ctrl+A
@ Invert selection Ctrl+|
B> Running  3'* Queued @ Stopped B> Failed (2) X All (2) B start Al B stop Al @ Cancel All

Just ignore those errors. Or right-click in the task window and cancel all failed tasks

to clear them.

If you add other existing bucket in the root account, you will see Access Denied
pop-up dialogue. The IAM policy don’t give permission to access other bucket.




Df‘;

Accounts  Buckets Files Bookmarks Tools  Help

wser 12.9.9 - Pro - IAM Testing <iam-userl>

55 New bucket &8 Add external bucket _ Z‘ w07
Q new-bucket-iam-testing Name Size Type Last Modified
- fam e Collecting files from iam/ cancel.

53 Browser 12.9.9 - Pro
‘ Id 2 Refresh
olaer Lﬁ resi
| o Access Denied, Would you like to try Requester Pays access?
Tasks (1) Permissions Headers Tags P
Task Speed
= . . Yes Na 1 .
‘% Collecting files from iam/ (page 1) enied: Access Denied
B> Running 3! Queued @ Stopped B> Failed (1) I All (1) B start Al B stop Al @ cancel Al

If click Yes, will see this pop-window with the Access Denied.

53 Browser 12.9.9 - Pro X

| Unable to perform requested action:

Collecting files from iam/ (page 1)

| Server Response:

AccessDenied: Access Denied

See Event log for more details. If you think you've found a
bug, please use Tools-=Diagnostics to send the report.




